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Abstract-This paper describes the system “Fibered Guard”,
which is a hybrid intelligent web access managemeaipproach for
the prevention of Denial of Service (DoS) and Distouted Denial
of Service (DDoS) attacks alike. The system makessal of a
logically fibered data structure to handle the necgsary
information, whereas a Data Mining plugin takes cae of the
conclusion engine. As the structure of Logical Fibéng can handle
millions of queries at once and treats global andotal data in the
same architecture, the system is a very promisinghkition, which
has the potential to revolutionize the treatment 0Do0S. This paper
presents the underlying principles as well as a sigsn design
overview of “Fibered Guard”.

I.  INTRODUCTION

Denial of Service attacks represent a serious #gcu
problem, which has brought well-known Internet s=s to
complete inoperability. In a world, which relies dmternet
banking, online shopping facilities and other hargll of
sensitive data by electronic means, DoS and DDdo&ckat
represent an issue of high scientific and economérest.

Several approaches were developed to mitigateftbet® of
attacks (compare section Ill). None of them, howgeeptly
caught the necessities on a level abstract encuglevelop a
tool, which might treat all forms of different ate at once.

This form of processing is necessary to avoid uaoed
leaks between various systems (all of which onkyatra
specific attack) as well as eventual interferenbetween
solutions or unnecessary system overload.

Our approach is a monolithic solution for DoS anBd3
defense.

Il.  PROBLEM DOMAIN

By definition, Denial-of-Service attacks prevengitenmate
users from accessing network resources, typicallgrbducing
an overload situation or taking advantage of knaystem
bugs [8] [12].

There is a reasonable number of attack methods. sHution
shall give a short overview in order to convey deai of the
problem domain. Detailed approaches on taxonomy bwy
consulted at [22] and [15].

As a matter of fact, DoS attacks do not requirer@ag
amount of technical knowledge, which is one of thasons,
why they are so dangerous. Example of such a tealwi
simple attack could be the so-called “Smurf”. Iisthttack, the
attacker sends ICMP ECHO packets to the victim'svoek
broadcast address, employing forged IP data to rbakeve
that the victim’s machine started the request.mdichines on

the victim’s network answer to the fake request #redvictim
may be completely flooded with network traffic [1§1].
Already with this simple attack, the principle ohplification,
which led to the development of DDoS methods, may b
observed.

Another classic, simple and effective attack is sbecalled
“SYN-Flood”. It is based on design failures of tA€CP/IP
protocol, which was developed in times, when thestva
development of the Internet of nowadays was nograilkito
account yet (see [3]). The intruder sends SYN packem his
system to the victim, whereas using a forged anéaahable
IP address. The victim's system will answer SYN/AGK
establish the connection, but will never receiveaaswer, thus
}eaving the connection in wait state. As the nundfgrossible
connections is limited and these incomplete conoestare
only closed upon timeout, with a few SYN packéts, attacker
may already provoke that the victim’'s system carestablish
any new connections [21] [33] [35].

Not based on wrong design, but moreover on reas uthe
system, DNS-attacks force the domain name serveputo
wrong information in cache, preventing that sites mapped
correctly, thus effectively blocking access [21].ncther
example of an attack taking advantage of a bulgdasso called
“Teardrop”, which works upon a problem of IP-pacH@tision
[12] [21]. Whereas a simple bugfix eliminates thpseblems,
bugs yet remain a constant feature of any new myste
versions, thus opening potential doors to new kétaaf this
kind.

Finally a variety of Distributed Denial of Servi¢BDoS)
attack methods exists. A DDoS attack is charaadrizy the
use of not only one machine in the attack, butdis&ribution
of malicious software over a number of network regdehich
are under the remote command of the attacker arnydathde
sent to attack a victim a once, thus amplifyingagjse the
damage inflicted (figure 1). Several tools were eleped by
hackers in order to simplify the attack mechaniExamples of
such applications are “TFN”, “TFEN2K”, “Trinoo”,
“WinTrinoo” and “Stacheldraht” [21]. Whereas the timeds
have become more sophisticated over time with sekeati
encryption, random ports and automatic updates,gtreeral
architecture has remained a “clients-handlers-agjesttucture.
The attacker installs handlers and agents in adektime way
on poorly protected host machines. The handlerguaided via
control streams by the client (attacker). In a selcetep the
handlers instruct the agents to attack the viclitis structure
has the advantage of hiding important informatiaonf
traceback and besides increasing the attack speotstly.
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Fig. 1. DDoS attack structure [24]

Ill.  DEFENSEAPPROACHES

The classical and also rather simple defense appro&
Ingress/Egress Filtering relies on the fact that lagal packet
from a domain must have an address valid in thataie. Thus
addresses from other domains, which are obviouste,fmay
be filtered away either at the Internet Servicevigier (ISP) (in
the case of Ingress Filtering) or at the exit pointhe costumer
network (Egress Filtering) [13] [32]. Undesired oentions are
reduced to the ones, which have legal domain asésedut
they are not fully eliminated.

IP Traceback methods seek to trace the route bmadket
attacker. An example would be the IP Tracebackemtesl by
[31]. In this approach packets receive marks bytensuthey
pass through, which enhances the possibility tcetthe route
to the attacker. Another example is the TracingSpbofed
Packets introduced by [6]. It takes advantage ef fett that
small IP bursts on the way to the attacker will idish the
attack intensity over a short period of time. TH&spursts are
sent to all possible connections and the currektis followed
if the attack intensity is reduced. This is done topthe
attacker’s machine.

In order to cope with congestions at routers calme®oS
attacks, a choice of congestion control algoritimas be used.
Examples are Fair Queuing (FQ) [11] and Random yEa
Detection (RED) [14], among others. These algorghin not
seek the source of the problem, but only mitigigenegative
effects on network traffic.

Finally, there are several interesting intelligapproaches.
The Data Mining Approach to Intrusion Detection [18es
Data Mining techniques in order to classify a ditua into
normal or abnormal. For this, data is learned frdatasets
provided by the administrator and certain charésttes are
chosen. [17] proposes mobile agents for the armalysiDoS,
producing less extra network traffic and enhandpged and
mobility. The approach in [5] shows a system, whiges
Time Dependent Deterministic Finite Automata (TDF#)
detect the “language of DoS” and with it the neaggs
characteristics to overcome the problem. The aimlygay be
done with current or historical data. Finally [4jves a
connectionist method to intrusion detection. It éoyp a Self
Organizing Map (SOM) for clustering and a Multilaye
Perceptron for analysis and detection.

IV.  WEBACCESSMANAGEMENT

Web Access Management is the administration ofscoa
resources throughout a network, and especiallyherirternet.
The field may be divided into Identity and Accesaridgement
and Internet Access Management. Web Access Managéasne
a central security issue, which has been investiphy a whole
range of commercial systems (see examples in [@] [23]
[30)).

According to [20] Identity and Access Managemertrns of
the main concerns of IT-security. Its task is tdhauticate
users and manage access to resources accordimghe most
common cases this may be done by the means of patsw
but also using keys or even biometrics [9]. Rulastdefine
the profile of each user and open only the rescutwe is
allowed and meant to access.

In Identity and Access Management security compeids
the ease of use and therefore a delicate balarsce tee found.
This is especially true when speaking of E-Commevbere
restrictive and complicated policies may drive awagtomers
whereas neglected security may result in considefatancial
damage.

Internet Access Management is the management gbimgt
network connections, i.e. the administration of tfgialization
of content on the side of the client. This formadiministration
uses to be implemented in order to prevent indadisitfrom
accessing inappropriate content (mainly childrerceasing
adult content and employees consulting sites that rat
related to their working activity). Especially inn aoffice
scenario the problem is omnipresent. A survey givefl0]
with 451 employees shows that more than 2/3 of theoess
online news sites, E-commerce sites, job searchesThis
behavior does not only put the productivity of ga@sdividuals
in question, but also has negative consequencbarmawidth.

A. Sandard Architecture

A standard network architecture, which many entsegsr
Howadays adopt, is given in [2]. With it, the prsseof
connection is modified, so that the user may natnect
directly anymore to the Internet, but instead, teago through
a Proxy server. Inside the Proxy server a ratintpluese
defines, which access shall be granted to whichsusethen
forwards the access to the firewall or blocks iheTfirewall
itself ensures that only requests from the Proxyeseare taken
and no direct connections can be made.

In the same manner incoming connections may bekbtbc
or granted, i.e. a firewall may manage accessem fte
Internet to local addresses.

B. Firewalls

There are several types of firewalls with different
mechanisms to administer connections. Some prih¢jpees
are the following:

A basic kind of filter, which may be found in comroial
firewalls, is the so called packet filter. This hat simple
algorithm decides whether a packet shall pass didazked on
the basis of its origin or destination address. ddtisions are
taken on the current packet only. ISPs may alrgayide



such a technology for their users, functioning be éntry or place independently at different places, i.e. tleba values
exit point of the network [13]. are a mere coproduct of the local ones.

Application level filters are firewalls that examinthe In more complex scenarios the possibilities of fioign
contents of the packets rather than their IP infdiom. Thus logical connectives within each subsystem arisefis T
viruses, obscene words or defective formats malylbeked at bivariate operation may be expressed by figures3. [2
the filter, which works on a “store-and-forward” di i.e. Bivariate operations can spread images over several
incoming code is stored, examined and forwardevéfything subsystemsl( indexed bya, 5, y; J). These operations are also
is considered in order. Whereas user mobility t¥éased by called “transjunctions” and they may be used to ehod
this type of firewall, a reasonable performances logy occur communications in a Multiagent System [28].

[36] [37]. One of the main objectives of Logical Fibering iset

Circuit level gateways are firewalls that work essitzely on possibility to mix heterogeneous structures, simphbating
problems of TCP/IP traffic. As this protocol hasswlerable them as distinct fibers.
flaws and can easily be tricked, a retransmissibthe code
byte-by-byte to its destination has positive eecOther Lg
control methods may function in parallel [36].

Dynamic packet filters are the most common form of ) Le
existing firewalls. Just as simple packet filtdreyt examine the 0:Lex Lg L,
packets and discard some of them upon their clarsiits. L

&

The difference is though, that the context is nzngd.
Changes may be done dynamically and data may be Fig. 3. Correspondent mapping to bivariate openatio
retransferred as with a circuit level gateway [9].

Distributed firewalls offer an interesting alterivat to the B. Applications
common central instance. The distribution means évary  In literature [25] [29] mainly Multiagent applicatis are
node has its own firewall with all the necessarfpimation, discussed. An example [25] [29] is a scenario ofe¢h
which makes the architecture itself more fault faf but also cooperating robots, which shall perform a weldinaskt

requires more space and simultaneous updates eessaey. ~ together, one depending on the correct action ef dther.
Using a Logical Fibering structure, the base sfaiemade up

V. LOGICAL FIBERING of three points representing the three robots, edseE

A. Basic Concept contains the three fibers with the local knowledgéhe robots.
Logical Fibering originates from the philosophicabrk of Cooperation is fulfilled via transjunctions.

Gunther which leads to Polycontextural Logic (P{26] [27]. [28] presents a general mathematical frameworkafpent

The belief that the world consists of many basgidal spaces systems in the following way:
at different places was inserted into a logical tegh and A set of agents is given and shall be modeled. $&isshall
further developed. be denoted by, wheread defines the index, which is to be
Logical Fiberings actually use the mathematicalked in the base spaBebeingg any value from the indek
constructions of fiber bundles, whereas geometspaces are Agents ofA; are defined byAs and may take influence on the
replaced by logical spaces. Conventional fiber Iindocal state space dof as well as on the state space of other
constructions can describe geometrical images. Bksmmare agents. Agents must have the ability to communicai®ng
shown in figure 2: them and show autonomy, also possibly refusing a
communication or beginning one. The agents shailrest
knowledge inside a so called “belief set”. The tkota
suggested i¥ar' for agentA,. Inside the universe of agents, all
agents belong to the same family by formal means.

L
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Fig. 2. Examples of trivial and non-trivial fibeatdle constructions [1]
VI. SysTEMDESIGN

A typical fiber space consists of the elemefits (E, 77B,F). , .
B is the base space, into which the enumeratorplaced in A General Considerations _ _
the case of a Logical Fibering is the total space with all_ The system “Fibered Guard” is currently being depet.
fibers.F is a typical fiber. Finallyzdefines the projection map N System’s purpose is to offer an intelligenugioh which
7: E > B. An abstract fiber space is denoteddy (E,77B). A manages web and network accesses preventing DoS and

. . . . . . . DDoS.
Logical Fibering is actually an abstract fiber spaio whichF . . . _
is a logical structure. In this cageis the disjoint union of all The system is being programmed with J2SE, which was

fibers with the base spaBeas the indexing set chosen in order to insure portability of the systam Java-

. e g . lasses are platform independent.
The simplest case of fibering is so called trifiaering with  © p Pe .
£ = HBT:) and E=BxE wh(grasms the first proj?ection. The selected database is MySQL because it offersuad

This is also called a free parallel system as mEagotakes SQL environment with a free-of-charge implementatio



B. Logical Fibering Architecture C. Data Mining Plugin
In the Logical Fibering structure each connectisrsdved In order to help with the finding of conclusionsData
[34]. In the case of our system, the incoming IErads is Mining plugin is used. It complements the Logicabdfing
chosen as an enumerator (see figure 4). Apart fonmection algorithm by offering a means of comparison and inwlthe
specific data, the general health state of theegysis also results more accessible to human analysis.
stored as global structure. To achieve this aim, firstly a set of cases habddound.
Each enumerator (IP) corresponds to an agent, whikids Theses cases typically consist of attributes (kkeirce IP,
care of all connections coming from a specific addr These destination-IP, port, connection time etc.) and semuences
agents make use of sensors and actuators, whiehlogical (e.g. bandwith, CPU load, open connections).
Fibering fashion, are connected by transjunctions imany-  In a second step we make up a set of rules fromativedata
valued logic system. Basically, the sensors obadlipossible by observing repetitions and cutting attributesjclvhare not
information about the connection whereas the aotaalefine relevant for the specific case, thus reaching smples like

actually what should be done. the following:

focal fogic

1013567 ygqd5.405 10.40.500

anumerators

Fig. 4. Logical Fibering Structure [34]

if (sourcelP==10.138.20.41) and (openConnection&¥=then
problem(totalOpenConnections)

if (sourcelP==10.135.10.31) and (port==8080 |{3peB066) then
problem(bandwidth)

More detail on classification rules may be obtainefB8].

D. Database
The database is the way to save the data obtaihedhs
chosen on the one hand because of the open dormaiatay

which makes it very difficult to work all of thismniprogram

memory and on the other because the data can laeaseph

There will ben agents in the environment, which we Namesm the program and analyzed apart by “add-oriities.
Ao, Ay, ... A, for the sake of mathematical representation OnlyNonetheIess, a form of data cache is implementeuder to

(they shall be enumerated by IP-addresses). Thebeumf
agenta is variable as there will be constantly new infation
incoming. Local logical controllerd,, L;, ... L, will be
attached to the agents. These controllers are lmgtal
subsystems, forming the global logical model. Oumbgl
fibering follows &=(E,ml,L) being a free parallel systehd
with the local truth value se@®, = {T;,;F;}, i € | = {0,1,...n}

and the global truth value s@f' = {T,, Fo, T,F1, ... ToFa} =
IT;,Q;. Beside the logical controllers, we have lochkfings

&, &1, .- &1 €1 ={0,1,...n} and &,=(E,, T,, |, Ly,) attached to

each agent, thus producing a fibered fibering. Ldcath
values ar&"" = {TooFro TanFras «ov TomFamt = HieInQin.

The “communication” (reasoning) between the agemd
between their elements is performed by transjunstio
Whereas the intelligent plugin establishes the tlpihg
principles, the representation follows:

o:LxL->L L IMTiLier={0.1,..n

as well as
O:LixLly= Lol Ly I Limie1=1{0,1,...m)

O defines a truth table, the values of which will defined
during program execution in order to adjust cotyetd the
changing situations.

model the Logical Fibering structure and speed rqegssing
for the most probable cases.

In the database, the following simple tables aréntamed
as a first step:

Table: GLOBAL (current global fibering)
1.1D Long int (Index)

2. Enumerator String[30] (IP-address)
3. Fiber Boolean (block now?)

Table: LOCAL (current local fibering)

1.1D Long int (Index)

2.1D_Global Long int(Foreign key of GLOBAL)
3. Enumerator String[80] (Data)

4. Fiber Boolean (Operation logic)

Table: HISTORY (events inside the fibers)

1. Date Date (Date of event)

2. Time Time (Time of event)

3.ID_Type Long int(Foreign key of TYPE)

4. 1D_Global Long int(Foreign key of GLOBAL)
5.1D_Local Long int(Foreign key of LOCAL)

6. Value Float (Current value of the variable anadt)
7. Remarks  String[255] (Any necessary remarks)

Table: TYPE (type of events)
1.ID_Type Long int(INDEX)
2. Description String[255] (Type description)



It is likely that this structure will still be amified according first and only if they do not work, we will makejagtments. In

to further development necessities. case we do not have any logical trails laid yet,wileemploy
Data Mining to help lay them.

Basically, a method that works, is a method whigtigaites

VI MAIN ALGORITHM the attack notably. We will work our list of pritieis from

. . above:
The purpose of the algorithm is to offer web access Experience (inside Logical Fibering)
management. _Network connections are analyze_d_ amerei Intelligent Conclusions (Data Mining combined it
accepted or rejected by the machine the systemmnisirg on, Logical Fibers)
depending on the result of the analysis. Obvioushis ~Try and Error (nothing works??)
decision is provided by the system logic, whichhis heart of It must be observed that a problem might actuatigea
the concrete development.

As Loaical Fiberi | | because of a lot of random factors (HD space nuskacause
S oglga '" gnfng proposes a two (Ofr. rgany%)ya lm:ﬂcaf of huge downloads, memory limited because of aofobpen
structure for all information, we must find a biganay o applications, several downloads open and troubleh wi
representation for all available data, i.e. we dgample store

e ) bandwidth etc.). These factors must be eliminated:
the IP-address serializing it like this: 10.135216- 1010 beforehand tuall t identifyi th |
10000111 1010 10 (being frge and 0alse). eforehand actually not identifying them as problear

. afterwards when it comes to not concluding thatreblem
On the whole, the way of storage depends on howishk W W I uding e

: : ) L situation exists.
to access the information (e.g. an IP-address gt seialized, “Fibered Guard”

as we can thus examine similarities between adelsesshis
surely does not apply to all data).

Every new connection is first stored in the fibgrine. an
agent is created, which shall take care of the iipec
configuration. Each agent looks on its own charsttes,
which are a section of the total fiber space arall sliso be
able to take overall characteristics into accodike (the VI EXAMPLES OF PROCESSING
system’s health state).

Nothing is pre-defined and the system does not kblog SyN-Attack

anything in advance, which it does not know. Overetit A SyN-attack is, by itself, a non distributed demifiservice
accumulates experience on the different formstatht attack. It may thus be handled only by means of Itual
Attacks are identified by the noxious consequenitey fibering, i.e., not involving global analysis.
have on the system. Thus we concentrate on anytithh  Supposing that the incoming information was notaoted
actually involves an effect, i.e., not working aka are yet a new local fibering is created, the obtaidath is stored
automatically discarded from analysis. and processing simply proceeds at the first point.
In general, three modes of system execution aengiv Soon the number of open connections rises, whiehtes a
- Normal operation: No attacks are detected and tious had effect on bandwidth, memory etc. The systeraaiethese
analysis is made. This way of processing makes th@blems and analyses the cause. It will discover a
system a “light weight” tool in terms of resourcgage. apnormality in the newly created fiber by the gneamber of
- Slight problem operation: A potential attack sitoatis open connections. The fiber will receive a logisalucture
detected through scarce resources. In case the&dlogiyhich deduces from this great number of open cdivres;
Fibering is able to decipher the attack, measuid®&/ that its function must be blocked (fully or paryal[34].
taken accordingly to eliminate the problem. If the Al connections corresponding to this fiber arentideopped.
fibering does not arrive at a conclusion, the DataTaking the case now that a new connection attesptdde
Mining plugin is invoked and analysis is drivenilat from the same address: The fiber at once is “simmst,
result is reached or a severe problem situationrscc  though, the blocking condition has not necessdrégn met.
- Severe problem operation: “Fibered Guard” works tpherefore, only after showing a tendency of gointp ithe
not let severe problems happen. However, this guré@ame problem direction (a great number of open ections),
cannot be guaranteed as attacks vary a lot (kestttie an immediate drop will be the cause. This mechatigms the
victim's resources also do). This way, in seveigidely spread problem of IP faking into accountpwing to a
problem operation, the system frees space by brygmal extent connections from a source, which diesady
force in order to be able to continue alive and ag@n peen marked as suspicious in order not to preveetsywho

to still catch the most data pOSSibIe for analySiS. |ega||y use this address, to access resources.
Problem analysis involves firstly a firm definitiasf what

actually is a problem. This definition is not opén® any B.DDoSAttack

different conclusions from the system itself, altjudeing DDoS cannot be treated on a local basis, but nésihlg
“hard-coded”. action. This is true, because the main charadeo$tDDOS is

As mentioned above, everywhere, where we have Bireghe fact that similar access attempts from a whalege of
laid the trails to “faster” flberlng |Og|C, we wilise these trails different machinesy which are misused as agenta bgntra]

follows a principle of “smooth
processing”. This means that no radical decisiop®nu
connections must be taken as long as there isagpmnesound
enough for that. Otherwise the program would navesdor
prevention, but actually creation of DoS (by droympi
potentially legal connections!).
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